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/What are capabillities? D /CHERI I

Capability Hardware Enhanced RISC Instructions
(CHERI) is a research project that explores using
capabilties through an instruction set extension
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char msg[4] = "Hi!";
char password = 42;
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Linear capabilities for fully abstract compilation of
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Possible solution (/Odl.acm.org/citation.cfm?id=3341688
Linear capabilities (cannot be copied, only moved)
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Problem with capabilities

Hard to revoke given authority (capabilities) — Enables StkTokens: a secure calling convention

Benefits: well-bracketed control flow and stack frame
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Linear capabilities for CHERI Multiple options for linearity types

Linear Regular

* Add linearity representation
* Respect linearity in existing instructions
* Add new instructions to deal with linearity

3 types of instructions to be modified
» Capability modification instructions (CandPerm, ...)
* Load/Store instructions (CLC, ...)
* PCC-related instructions (CJR, ...)

Model Guarantee Advantages
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* Basic validation of implementation with small tests
* Program implementing StkTokens (not tested on sim)

Example pitfall: delay slot on MIPS practical challenge: how to obtain seal capabilities?

Instruction Description $

CSetLinear Set linearity type (privileged) LR

CWeakenLinearity Weaken linearity type

CGetLinear Get linearity type i:":

CSplit Split a capability in two
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