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A Wastrumentation ABI

Appendix A shows the instrumentation ABI supported by Wastrumentation. This ABI
maps onto the high-level API. The following traps include a generic type (l, r, o, or v):
binary_l_r_to_o, unary_i_to_o, trap_local_get_v, trap_local_set_v, trap_local_tee_v,
trap_global_get_v, trap_global_set_v, trap_v_store, trap_v_load. Each generic type
must be further monomorphized into specific Wasm types. For example, the trap trap_local_get_v
corresponds to the following specific traps: trap_local_get_i32 trap_local_get_f32 trap_local_get_i64
trap_local_get_f64.

Table 1 The dynamic analysis ABI supported by Wastrumentation. The trap name is exported
by instrumented module. The typed arguments and return type are the type of the function. The
associated name per value is left for documentation purposes, the last two arguments are the location
of the instruction, i.e., the function index and instruction offset.

Trap name Typed arguments Return Type
specialized_if_then_k cndt: I32, inputs-len: I32, results-len: I32, fidx: I64, iidx: I64, cont: I32
trap_if_then_post fidx: I64, iidx: I64, void
specialized_if_then_else_k cndt: I32, inputs-len: I32, results-len: I32, fidx: I64, iidx: I64, cont: I32
trap_if_then_else_post fidx: I64, iidx: I64, void
specialized_br lbl: I64, fidx: I64, iidx: I64, void
specialized_br_if cndt: I32, lbl: I32, fidx: I64, iidx: I64, cont: I32
specialized_br_table br_tbl_tgt_idx: I32, runtime_label: I32, dflt_idx: I32, fidx: I64, iidx: I64, br_tbl_tgt_idx: I32
specialized_call_pre f_tgt: I32, fidx: I64, iidx: I64, void
specialized_call_post f_tgt: I32, fidx: I64, iidx: I64, void
specialized_call_indirect_pre fn_tbl_idx: I32, fn_tbl: I32, fidx: I64, iidx: I64, fn_tbl_idx: I32
specialized_call_indirect_post fn_tbl: I32, fidx: I64, iidx: I64, void
specialized_select cndt: I32, fidx: I64, iidx: I64, cont: I32
return_trap fidx: I64, iidx: I64, void
drop_trap fidx: I64, iidx: I64, void
trap_const_i32 const: I32, fidx: I64, iidx: I64, res: I32
trap_const_f32 const: F32, fidx: I64, iidx: I64, res: F32
trap_const_i64 const: I64, fidx: I64, iidx: I64, res: I64
trap_const_f64 const: F64, fidx: I64, iidx: I64, res: F64
binary_l_r_to_o lopnd: l, ropnd: _r, oprtr: I32, fidx: I64, iidx: I64, res: o
unary_i_to_o opnd: i, oprtr: I32, fidx: I64, iidx: I64, res: o
trap_local_get_v value: v, idx: I64, fidx: I64, iidx: I64, value: v
trap_local_set_v value: v, idx: I64, fidx: I64, iidx: I64, value: v
trap_local_tee_v value: v, idx: I64, fidx: I64, iidx: I64, value: v
trap_global_get_v value: v, idx: I64, fidx: I64, iidx: I64, value: v
trap_global_set_v value: v, idx: I64, fidx: I64, iidx: I64, value: v
trap_v_store write_idx: I32, val: v, offs: I64, op: I32, fidx: I64, iidx: I64, void
trap_v_load load_idx: I32, offs: I64, op: I32, fidx: I64, iidx: I64, res: v
trap_memory_size size: I32, idx: I64, fidx: I64, iidx: I64, size: I32
trap_memory_grow amount: I32, idx: I64, fidx: I64, iidx: I64, delta-or-neg-1: I32
trap_block_pre input_c: I32, arity: I32, fidx: I64, iidx: I64, void
trap_block_post fidx: I64, iidx: I64, void
trap_loop_pre input_c: I32, arity: I32, fidx: I64, iidx: I64, void
trap_loop_post fidx: I64, iidx: I64, void

B Binary Code Increase Experiments

Figure 1 depicts the results of binary code increase experiments for Wastrumentation and
Wasabi.
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Input Program

8.817 10.248.258 7.763 8.095 7.0858.573 8.0519.109 7.91 8.0758.8219.1257.701 9.121 5.9568.136 7.9042.086 3.332

8.816 10.248.258 7.763 8.095 7.0858.573 8.059.109 7.91 8.0768.8219.1257.7 9.121 5.9568.135 7.9052.086 3.332

1.348 1.41.319 1.226 1.506 1.1791.333 1.4121.329 1.505 1.2681.5471.331.192 1.33 1.2261.26 1.2891.021 1.108

1.526 1.6711.264 1.339 1.281 1.3471.47 1.2561.729 1.271 1.3371.2621.7291.586 1.73 1.2391.386 1.4141.038 1.117

2.562 2.2682.222 2.46 2.059 2.382.028 2.0772.111 2.053 2.2482.2022.1142.275 2.113 1.9972.126 2.181.35 1.28

2.608 2.292.437 2.474 2.28 1.972.622 2.2842.505 2.211 2.7552.4652.5092.516 2.508 2.0762.599 2.5261.15 1.526

1.162 1.1921.15 1.243 1.171 1.0851.163 1.1721.265 1.168 1.1291.1841.2661.119 1.266 1.0931.118 1.1411.012 1.047

8.823 10.258.281 7.763 8.098 7.0938.589 8.0529.117 7.911 8.0778.8249.1337.706 9.129 5.9618.148 7.9072.086 3.339

8.816 10.248.258 7.763 8.096 7.0858.573 8.0499.109 7.909 8.0758.8219.1257.703 9.121 5.9568.135 7.9042.086 3.332

5.629 5.193 5.6055.388 16.51 5.01 3.9685.034 4.9386.038 3.7776.136.3885.272 4.872 5.0345.3652.143 6.4015.041 6.398 3.854.8065.916 4.9251.62 2.306

5.703 5.311 5.6916.959 67.46 5.172 4.0425.089 5.0596.049 3.8436.4426.9615.286 4.981 5.175.4912.146 6.9765.13 6.971 3.8695.0165.926 5.0831.637 2.56

1.271 1.407 1.3281.668 15.8 1.387 1.1821.225 1.3571.29 1.0331.5551.7551.226 1.371 1.2251.4051.067 1.7571.155 1.756 1.1721.2681.339 1.2561.018 1.159

1.257 1.169 1.2791.633 18.67 1.177 1.1841.173 1.1471.549 1.0441.1121.5371.172 1.159 1.1761.1551.044 1.5391.259 1.538 1.0951.2381.087 1.2221.018 1.128

1.624 1.464 1.5261.735 8.861 1.423 1.4521.388 1.4231.518 1.9241.1171.5271.313 1.411 1.4781.4681.165 1.5291.482 1.528 1.3821.4231.504 1.4551.137 1.144

1.635 1.499 1.5162.773 40.58 1.564 1.4131.597 1.5321.357 1.0882.4071.9941.368 1.5 1.7331.6051.147 1.9971.614 1.996 1.4051.6832.024 1.6461.067 1.364

1.383 1.235 1.4281.783 16.12 1.243 1.2681.393 1.211.65 1.0481.1531.6311.231 1.224 1.2751.2371.082 1.6331.338 1.632 1.171.3331.157 1.3321.025 1.165

5.964 5.477 6.0137.596 74.87 5.416 4.1516.049 5.2646.444 3.8726.6057.3995.344 5.166 5.4725.7052.277 7.4095.671 7.404 45.2866.514 5.3881.683 2.749

5.627 5.19 5.6035.352 15.35 5.006 3.9665.033 4.9356.038 3.7756.1236.3755.272 4.869 5.0315.3622.143 6.3885.039 6.384 3.8494.8025.916 4.9211.62 2.3

2 3 4 5 6 10 20 30 40 50 60

Code Size Increase (X)

Figure 1 Code size increase after instrumentation for Wasabi and Wastrumentation using the
“forward” analysis.

C Performance Overhead Experiments

Figure 3 depicts the performance overhead results for Wastrumentation and Wasabi.

D Forward Analysis across Execution Engines

Figure 3 depicts the performance overhead for the “Forward” analysis for Wastrumentation
and Wasabi executing atop of NodeJS and Wasmtime. This figure confirms that while
different execution engines will affect the performance, the overhead for Wastrumentation
overall lies within the same order of magnitude across different execution engines.
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Input Program

51.54 196.725.15 72.95 299.8 11.1162.68 121.4T 374.0 2.294249.8T306.7 T 101.4231.1 2.262273.6 T

61.14 236.023.98 77.74 383.4 10.75187.6 198.7T 457.5 2.377307.1TT T 420.0287.4 2.439T T

11.34 47.424.751 8.697 49.88 2.46315.10 18.08T 57.77 0.91755.38T27.58 T 34.0416.05 0.96336.17 T

5.550 11.532.543 4.113 6.515 1.79211.98 2.1200.999 6.244 1.3946.609T15.31 1.000 12.0614.12 1.41714.62 1.010

17.97 60.047.027 14.27 376.8 3.90813.28 123.30.999 313.4 1.317237.70.999275.5 0.999 20.2297.17 1.277192.4 T

9.642 25.286.232 17.79 51.05 2.87913.01 21.88T 63.16 1.06250.92T61.06 T 17.0151.17 1.07363.07 T

7.558 156.34.042 10.75 50.85 2.11632.93 14.26T 51.77 1.33445.97T26.28 T 72.2929.64 1.35140.97 T

106.3 355.943.34 124.0 T 21.70139.9 TT T 3.822536.9TT T 213.3494.3 4.047T T

38.87 100.221.07 52.65 116.2 9.13846.93 49.08T 150.7 1.876105.4T139.0 T 63.44108.3 1.988121.4 T

9.787 60.61 59.843.914 20.12 143.9 2.26111.38 58.2824.13 TTTT 178.1 2.196113.1122.0 T134.9 T 25.2191.722.483 1.302128.3 T
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2.446 1.751 2.9162.427 3.088 3.136 2.1344.263 1.4233.593 4.2215.2500.9991.436 2.905 5.3992.6555.167 T2.432 1.000 7.4513.6561.749 5.5982.782 1.005

4.786 15.43 16.883.447 5.568 38.00 1.6423.187 13.2410.14 27.0711.870.9993.762 34.10 1.71943.7514.97 1.00029.22 1.000 6.52518.011.621 1.77520.68 1.877

4.058 26.62 23.922.548 11.68 59.44 1.7324.815 26.467.733 96.34TTT 87.50 1.17854.1057.03 T63.12 T 11.4045.901.743 1.21367.92 T

4.574 9.274 51.964.655 7.376 12.85 3.5809.981 10.006.648 TTT7.798 31.22 5.98119.5924.10 T13.55 T 20.1920.472.122 4.89317.77 T

227.2 82.73 113.194.45 106.3 187.8 376.940.10 78.3455.98 TMDTT 234.7 13.45160.7193.1 T189.6 T 92.22145.9362.9 12.85198.5 T

9.537 51.16 50.363.962 19.36 128.4 2.23710.70 49.4719.38 TTTT 150.1 1.430107.696.33 T123.2 T 23.5174.422.467 1.239110.8 T

1 2 3 4 10 20 30 40 100 200 300 400

Runtime Overhead (X)

Figure 2 Overhead of Wasabi and Wastrumentation for the WasmR3 benchmark suite.
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Figure 3 Overhead for the Forward analysis for different execution engines for Wasabi and
Wastrumentation.
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