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Aran: 
Instrumenting 
JavaScript

https://www.npmjs.com/aran
1000+ download/month

https://www.npmjs.com/aran
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function fac (n) { 
  if (n === 0) 
    return 1; 
  return n * fac(n-1); 
} 
fac(1000);

function fac (n) { 
  if (n === 0) 
    return 1; 
  return n * fac(n-1); 
} 
var time = performance.now(); 
fac(1000); 
console.log(performance.now() - time);

1) Program 
    instrumentation

2) Runtime 
    instrumentation

end-to-end 
security monitor

end-to-end 
debugger

Dynamic 
Meta-Level 
Architecture

Program Instrumentation
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> aran --namespace meta --traps apply 

var d = ""; 
var meta = {}; 
meta.apply = function (f, t, xs, i) { 
  console.log(d+f.name+"("+xs+")@"+i); 
  d += "."; 
  var r = f.apply(t, xs); 
  d = d.substring(1); 
  console.log(d+r); 
  return r; 
};

Aran's Instrumentation

function fac (n) { 
  if (n === 0) 
    return 1; 
  return n * meta.apply(fac, null, [n-1], 11); 
} 
meta.apply(fac, null, [6], 17);

function fac (n) { 
  if (n === 0) 
    return 1; 
  return n * fac(n-1); 
} 
fac(6); target.js

analysis.js

instrumented.js

fac(4)@17 
.fac(3)@11 
..fac(2)@11 
...fac(1)@11 
....fac(0)@11 
....1 
...1 
..2 
.6 
24
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Dynamic code 
evaluation

6

Aran's Capabilities
1) Control flow inspection 
2) Environment inspection 
3) Objects profiling 
4) Function profiling 
5) Time complexity 
6) Space complexity

ES5
compat

eval("fac(4)");

Multiple runtimes



Tearless
Tearless: Secure Coordination of Rich

Internet Application Tiers
SBO PROJECT PROPOSAL

Vrije Universiteit Brussel Software Languages Lab (SOFT)
KU Leuven DistriNet

9th of January 2015
Tearless: Secure Coordination of Rich Internet Application Tiers

/ 177

Demonstration

https://www.npmjs.com/otiluke
500+ downloads/month
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Linvail: 
Tracking 
JavaScript 
Values

Linvail: A General-Purpose Platform for Shadow Execution of JavaScript
Laurent Christophe, Elisa Gonzalez Boix, Wolfgang De Meuter, Coen De Roover 
2016 IEEE 23rd International Conference on Software Analysis, Evolution, and Reengineering (SANER)

https://www.npmjs.com/linvail

https://www.npmjs.com/linvail
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undefined "#bdate.avlue"

NaN "2016 - (#bdate.avlue::undefined)"

var year = document.getElementById("bdate").avlue; 
alert("Your age is: " + (2016 - year));

Case study: Bug Diagnosis
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System under 
analysis

External world

unwrap

(re)wrap

Membranes to the Rescue
var wrapper = {concrete:NaN, meta:"bdate.avlue::undefined)"};
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var Aran = require("aran"); 
var Linvail = require("linvail"); 
module.exports = function (options) { 
 var ctx = null; 

  function unwrap () { return this.inner } 
  var linvail = Linvail(function (value) { 
    if (!value) 
      return {concrete:value, meta:ctx, unwrap:unwrap}; 
  }); 
  var aran = Aran({namespace:"meta", traps:Object.keys(linvail)}); 
  global.meta = Object.assign({}, linvail); 
  global.meta.get = function () { 
    ctx = [].concat.apply("get", arguments); 
    return linvail.get.apply(null, arguments); 
  }; 
  global.meta.binary = function () { 
    ctx = [].concat.apply("binary", arguments); 
    return linvail.binary.apply(null, arguments); 
  }; 
  return aran.instrument; 
};

11

Linvail's API

{ concrete: undefined, 
  meta: ["get", #bdate, "avlue", 3]}

{ concrete: NaN, 
  meta: ["binary", "-", 2016, { 
    concrete: undefined, 
    meta: ["get", #bdate, "avlue", 3] 
  }, 10]}

var year = document.getElementById("bdate").avlue; 
alert("Your age is: " + (2016 - year));
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Linvail's Applicability



Tearless
Tearless: Secure Coordination of Rich

Internet Application Tiers
SBO PROJECT PROPOSAL

Vrije Universiteit Brussel Software Languages Lab (SOFT)
KU Leuven DistriNet

9th of January 2015
Tearless: Secure Coordination of Rich Internet Application Tiers

/ 1713

Tearless 
Dynamic 
Meta-level 
Architecture



Tearless
Tearless: Secure Coordination of Rich

Internet Application Tiers
SBO PROJECT PROPOSAL

Vrije Universiteit Brussel Software Languages Lab (SOFT)
KU Leuven DistriNet

9th of January 2015
Tearless: Secure Coordination of Rich Internet Application Tiers

/ 1714

Horizontal Distribution

Vertical 
Distributionclient tier

server tier
database tier

Web Programming
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@tierA 
@tierB 
@tierC

Tierless Dynamic Tools

Apply push@//www.google.be:443/search?
q=asdd&ie=utf-8&oe=utf-8&client=firefox-b-
ab&gfe_rd=cr&ei=hvo3WJvyEc7G8AfmkJ8w#171286:283 
Apply getElementById@//www.google.be:443/
search?q=asdd&ie=utf-8&oe=utf-8&client=firefox-
b-
ab&gfe_rd=cr&ei=hvo3WJvyEc7G8AfmkJ8w#171286:282 
Apply querySelector@//www.google.be:443/search?
q=asdd&ie=utf-8&oe=utf-8&client=firefox-b-
ab&gfe_rd=cr&ei=hvo3WJvyEc7G8AfmkJ8w#171286:282 
Apply @//www.google.be:443/search?
q=asdd&ie=utf-8&oe=utf-8&client=firefox-b-
ab&gfe_rd=cr&ei=hvo3WJvyEc7G8AfmkJ8w#171286:282 
Apply remove@//www.google.be:443/search?
q=asdd&ie=utf-8&oe=utf-8&client=firefox-b-
ab&gfe_rd=cr&ei=hvo3WJvyEc7G8AfmkJ8w#171286:191 
Apply @//www.google.be:443/search?
q=asdd&ie=utf-8&oe=utf-8&client=firefox-b-
ab&gfe_rd=cr&ei=hvo3WJvyEc7G8AfmkJ8w#171286:282 
Apply remove@//www.google.be:443/search?
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@client 
@server

client

server
> stip

Cross-tier Analysis

server*

client*

analysis 
(linvail)

> aran

> aran

sync. 
comm.
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Otiluke: deployment

Aran: instrumentation

Linvail: value tracking

User-defined analysis

Tech Stack

end-to-end 
security monitor

end-to-end 
debugger

Dynamic Meta-Level 
Architecture


